State of lowa

LAW ENFORCEMENT ACADEMY
JUDY A. BRADSHAW, DIRECTOR

June 30, 2020

The Honorable Tom Miller
Attorney General of Iowa
Consumer Protection Division
Hoover State Office Building
1305 E Walnut Street

Des Moines, IA 50319

RE: Telephone Conversation with AAG Jesse Ramirez on June 26, 2020
Dear Attorney General Miller:

The purpose of this communication is to provide written notice that the lowa Law Enforcement
Academy was made aware of a security breach on June 22, 2020. The website provider for the
Iowa Law Enforcement Academy experienced a breach on June 5, 2020. The ILEA website
does not maintain any financial information, and no financial information was accessed. Roster
information may have been accessed and may include the following:

e First and last name

e Employing Agency

e Driver’s License number or Social Security Number
e Rank or position

The Iowa Law Enforcement Academy conducted a review and it was determined approximately
11,000 names and roster information may have been accessed.

The Iowa Law Enforcement Academy with the assistance of the Office of the Chief Information
Officer notified effected parties by available email addresses. A letter was attached to each email
encouraging each party to closely monitor all personal information and credit reporting through
the following: Equifax www.equifax.com/person 1 (888) 548-7878; Experian
www.experian.com 1 (888) 397-3742 or Transunion www.transunion.com 1 (800) 916-8800 and
to report any suspected incidents of identity theft to local law enforcement or the Attorney
General’s Office.

Respectfully,
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udy A. Bradshaw

Director

P.O. BOX 130 / JOHNSTON, IOWA 50131 / PHONE 515-725-9600 / FAX 515-725-9636




State of lowa

LAW ENFORCEMENT ACADEMY
JUDY A. BRADSHAW, DIRECTOR

26 June 2020

Re: Notice on Security Breach

The purpose of this communication is to provide notice that the Iowa Law Enforcement Academy was
made aware of a security breach on 22 June 2020. The website provider for the Jowa Law Enforcement
Academy experienced a breach on 05 June 2020. The ILEA website does not maintain any financial
information, and no financial information was accessed. Roster information may have been accessed
and may include the following:

First and last name

Employing agency

Driver’s license number or social security number

Rank or position

You are not required to take any action at this time. We do encourage you to closely monitor all
personal information and credit reporting through the following:

Experian
WWWw.experian.com
1 (888) 397-3742

ﬂiquifax

www.equifax.com/person

1 (888) 548-7878
Transunion

WWW.transunion.com

1 (800) 916-8800

Any suspected incidents of identity theft should be reported to local law enforcement or the attorney
general’s office.

The Iowa Law Enforcement Academy is working closely with the FBI, State of Iowa Fusion Office, and
Attorney General’s Office on this matter.

Please contact Peter Paeth with any questions concerning this breach and your information at
peter.paeth@iowa.gov.

Respectfully,
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Judy A. Bradshaw
Director
Iowa Law Enforcement Academy

P.O. BOX 130 / JOHNSTON, IOWA 50131 / PHONE 515-725-9600 / FAX 515-725-9636




